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&ÉÒÓÔ ÏÆÆȣ 7ÈÁÔ Is Spyware And Adware? 
 

Adware and spyware are two different kinds of malicious programs, and each have the ability to 

make your computer a mess.   

What Is Spyware? 

!ŎŎƻǊŘƛƴƎ ǘƻ aƛŎǊƻǎƻŦǘΣ άǎǇȅǿŀǊŜέ ƛǎ ŀ ƳŀƭƛŎƛƻǳǎ ǘȅǇŜ ƻŦ ǇǊƻƎǊŀƳ ǿƛǘƘ ǘƘŜ ŀƛƳ ƻŦ ŎƻƭƭŜŎǘing 

personal information or changing the configuration of your computer.  Spyware is often 

ǳƴŜǘƘƛŎŀƭΣ ƛƴ ǘƘŀǘ ƛǘ ƛǎ ƻŦǘŜƴ ŘƻǿƴƭƻŀŘŜŘ ǿƛǘƘƻǳǘ ȅƻǳǊ ǇŜǊƳƛǎǎƛƻƴΦ  ¦ǎǳŀƭƭȅΣ ȅƻǳ ǿƻƴΩǘ ƪƴƻǿ ƛǘΩǎ 

even there when it enters your system, and you'll need to have anti-spyware software installed 

in order to remove it. 

What Is Adware? 

The difference between spyware and adware is not large, and they are essentially the same 

kind of thing.  With spyware, it is possible that your personal information could be given to 

anotheǊ ǎƻǳǊŎŜΦ  Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ǎƻƳŜƻƴŜ ƛǎ άǎǇȅƛƴƎέ ƻƴ ȅƻǳΣ ƘŜƴŎŜ ǘƘŜ ƴŀƳŜ ǎǇȅǿŀǊŜΦ  ²ƛǘƘ 

adware, however, the software is designed primarily to display advertisements on the user's PC.  

In summary: 

Spyware will try to collect information and monitor what you do online. This can lead to 

computer criminals stealing your information, which can be used for things like identity theft. 

Adware is used to display advertisements (mostly in the form of pop-ups) on your machine. This 

allows the company making the adware to make money each time an advertisement is 

displayed on your computer. 
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What Do Spyware And Adware Do To Your Machine?  

 

Spyware and adware can prove to be extremely annoying in a number of ways. Programs vary 

greatly in terms of damage, and there are is a wide range of malicious software that might just 

slow your computer down, all the way up to programs that render your computer completely 

unusable. In order to protect ourselves from harmful programs it is important to know exactly 

what they can do. 

The first thing spyware does is slow down your computer. Why? Well, malicious programs 

typically have to perform a function like tinkering with your settings, displaying pop-up 

advertisements or recording your information, and in order to do this they need to use your 

computers RAM and CPU. Therefore, software may run slower due to adware and other 

programs taking up your computers resources. 

When this happens, you'll often find that your computer takes a much longer time to start up, 

and it takes a much longer time to open software. It can also cause your computer to 

completely lock up and have trouble running complex programs that it could otherwise 

normally handle. The problem increases with the more spyware you get. If you have noticed 

your computer seems to have become slower and slower for no apparent reason, then there is 

a good chance your machine is infected. 

Other than slowing your computer down, a second thing programs like this do is relay 

information (this is the definition of spyware, which aims to "spy" on you). This is much more 

damaging than programs that simply slow your computer down, because it puts all your 

information at risk. You have probably heard of things like identity theft before. Well, guess 

what, a very large amount of this arises from cyber-criminals who infect numerous machines. 

If you use the internet to order products online, then malicious programs running in the 

background can easily record sensitive information such as bank account numbers and 

passwords. People who make malicious programs and record information like this often sell it 

to other criminals, who use it mostly for identity theft (and occasionally for money laundering). 

As you can imagine, this is the most damaging kind of spyware. 

 

 

 

 



Disable Spyware Report 
 

 

DisableSpy
ware 

4 

How Does Spyware Get On Your Computer? 

Part 1: Infection Through Shareware And Changing Security Settings  
 

Common ways in which spyware can infect your machine is through shareware, and security 

exploits. These are both extremely common, and in many cases, the victim may not even know 

their computer is infected. 

Shareware: 

A common way in which spyware can get on your computer is through shareware programs, 

which are often downloaded through peer to peer networks. It is often downloaded with this 

kind of product, such as for example trading utilities. When you get this program on your 

computer and install it, you may also be infecting your computer with spyware bundled with 

the software. 

Some companies manufacturing spyware and adware programs will even pay software 

developers to include their spyware with their software. Unfortunately, this is fairly common 

with freeware and shareware applications, and so you run the risk of getting spyware even if 

you're downloading a legitimate program. 

In other cases, shareware gets the spyware incorporated into it by the spyware companies.  

Here, the shareware developer may not even know their software is now bundled with spyware. 

¸ƻǳΩǾŜ /ƘŀƴƎŜŘ {ŜŎǳǊƛǘȅ CŜŀǘǳǊŜǎ: 

Unfortunately, there are several ways in which spyware and adware can get downloaded and 

installed on your computer.  In some cases, it may get installed on your PC by altering your 

security settings.  It may even prompt you to do this without realizing what you are doing.  

 

CƻǊǘǳƴŀǘŜƭȅΣ LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊΩǎ ǿŜō ōǊƻǿǎŜǊ ƻŦŦŜǊǎ ŀ ƴǳƳōŜǊ ƻŦ ōǳilt in notifications to the 

user of when something is trying to download onto your computer. This is available in later 

versions released by Microsoft. It is also able to detect when something is making a change to 

your system.  But, these can be manipulated by links on websites which the user is made to 

click. 
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As an example, take pop-up ads, which will often try to download spyware onto your computer.  

Usually they happen when you visit websites, where a new window pops up with an 

advertisement.  In most cases, just by closing the ad, you are done.  But, there is a malicious 

kind that looks like Windows security boxes. Maybe you have seen them before. 

Almost always, these windows security like pop-up ads will try to download spyware on your 

computer.  They look an awful lot like a standard dialog box providing you with information, 

which is why so many people fall for them and why spyware companies tend to use them so 

ƳǳŎƘΦ  ¸ƻǳ ŎƭƛŎƪ ƻƴ ǘƘŜƳΣ ǘƘŜȅ ŎƘŀƴƎŜ ȅƻǳǊ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜǎ ŀƴŘ ǿƛǘƘƛƴ ŀ ŦŜǿ ƳƛƴǳǘŜǎΣ ȅƻǳΩve 

got spyware to all over your machine.  This is not the kind of thing you want to happen. 

hƴŜ ǎǳŎƘ ŘƛŀƭƻƎ ōƻȄ ƻŦŦŜǊǎ ǘƻ άƻǇǘƛƳƛȊŜ ȅƻǳǊ ƛƴǘŜǊƴŜǘ ŀŎŎŜǎǎΦέ ¢Ƙƛǎ ƛǎ ŀ ǘȅǇƛŎŀƭ ǘȅǇŜ ƻŦ ǿƛƴŘƻǿǎ 

security pop-up ad you'll see, because it is so effective. Then, evŜƴ ƛŦ ȅƻǳ ŎƭƛŎƪ άƴƻέΣ ǘƘŜ ǇƻǇ-up 

will still download the spyware onto your machine.  

Another way spyware infiltrates your system is via security holes.  Security holes can exist 

either through your web browser (like internet explorer or firefox) or through a program you 

are using.  If you are browsing the internet and come across a site with a program like this, you 

can easily get infected with spyware, without even knowing about it.  This is often called a drive 

by download. 
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How Does Spyware Get On Your Computer? 

Part 2: Infection Through Direct Downloads  
 

The most common way malicious software infects your machine is simply through direct 

downloads. You may think that you would never intentionally download these programs onto 

your computer. Well, harmful programs often infect your computer by pretending to be 

something else, mostly in the form of "honey pot" offerings like free money or adult material. 

Unsuspecting visitors download the program thinking it will help them out, when in fact it just 

infects their machine with hard-to-delete spyware. 

What should you look out for when it comes to things like this? Mostly, spyware is disguised as 

things like screen savers (only download a screen saver if you are sure the website is legitimate), 

free scratch and win programs, pop-up windows that claim you have messages waiting, or the 

typical "you are the one millionth visitor) type of ads.  

You have to be aware of things like this because in many cases, they will infect your computer. 

Just remember that there is no such thing as free money, and in the vast majority of cases, 

advertisements like this are just aiming to download malicious programs to your computer. 

Direct download infections also come in the way of bundled software. This is where the 

malicious program is bundled with another piece of software, so that you get infected just by 

downloading a legitimate program. Sometimes, unethical companies will even pay legitimate 

software developers to include their spyware with the legitimate developers program. In other 

ŎŀǎŜǎΣ ŀŘǿŀǊŜ ŎƻƳǇŀƴƛŜǎ ǿƛƭƭ ōǳƴŘƭŜ ǘƘŜƛǊ ŀŘǿŀǊŜ ƛƴ ǘƘŜ ƭŜƎƛǘƛƳŀǘŜ ǎƻŦǘǿŀǊŜ ŘŜǾŜƭƻǇŜǊΩǎ 

product without them even knowing about it. 

With direct downloads infecting millions upon millions of unsuspecting web surfers with 

spyware, this is the primary method used to infect machines. In order to protect yourself, you 

really need to watch out and take a close look at everything you download. Ask yourself, is the 

site reputable? Is the offer realistic? By carefully looking at what you download you can greatly 

reduce the risk of infection. 
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How Does Spyware Get On Your Computer? 

Part 3: A Summary Of Common Methods Of Infection  
 

Considering that over 90% of computers connected to the internet are infected with some form 

of spyware, there is no doubt that this is a serious problem. Many people wonder how exactly 

spyware does get on your computer, because we never intentionally download it, and yet it is 

still extremely common. In order to protect yourself, you need to know how exactly it gets 

downloaded on your machine. 

Infection through direct downloads: 

First off, you can get infected through direct downloads. This is where you download a .exe file, 

run the file and get infected. Most commonly, spyware is bundled with popular, more 

legitimate programs. Unethical companies who make malicious software will either do deals 

with other software developers to include their spyware in their software, or else they will 

bundle their spyware into the program without the legitimate software developer even 

knowing. You therefore need to be careful about downloading any file from the internet, 

because you never know if it could be bundled with spyware. 

Infection through exploits: 

Secondly, spyware can infect your machine through exploits in your web browser, most 

commonly internet explorer. So called "zero days" are discovered by hackers, which is where a 

serious exploit is found, that can be used as a backdoor to do something malicious. Exploits that 

become widespread are patched and fixed when the next addition of internet explorer comes 

out, but until then, your machine will be highly vulnerable to exploits. When you are infected 

this way, you will often not even know that your computer has become infected, and the 

spyware will run in the background. 

Infection through visiting malicious websites: 

Similar to exploits, when you are infected this way, you will often be unaware that anything has 

even happened to your computer until you start getting spammed or pestered by annoying 

pop-up advertisements. There are many websites that will infect your PC just by you going to 

their site. 

Owners of these websites drive traffic to their site by a number of ways. A common way is 

through spamming several million email addresses, with a link to their site promising some kind 

of "honey pot" offering. When unsuspecting readers click on the link to visit the site, they are 

instantly infected. Other ways involve misspelled domains of popular websites (an example is 
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google.com which is a typo on Google, and infects the user with all kinds of malicious software), 

or through buying traffic through pop-up advertisements. 

In order to keep your machine clean, you need to be wary of the above three things. Make sure to check 

what you download, and only download reputable software that you know is clean from spyware. Keep 

your version of internet explorer and Firefox up to date, and also remember never to click on links in 

emails if you do not know the sender. If you suspect you are infected, make sure to download spyware 

cleaner software. 
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Signs Of Infection, And How To Tell If You Have Spyware  
 

bƻǿ ǘƘŀǘ ǿŜ ƘŀǾŜ ƭƻƻƪŜŘ ŀǘ Ƙƻǿ ǎǇȅǿŀǊŜ ƎŜǘǎ ƻƴ ȅƻǳǊ ƳŀŎƘƛƴŜΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƘŀǾŜ ŀ 

system of knowing whether you are infected. 

How can you tell if your computer is infected? Well, the first thing you need to do is get yourself 

a good anti-virus (AV) program. There are many programs around, both free and paid. You can 

download a free trial of our anti-spyware program at DisableSpyware.com. This will allow you to 

do a full search of your hard drive in just a few minutes, and with a database of tens of 

thousands of different threats, it will be able to give you a good idea of whether you are 

infected or not. 

Even if you don't have a good program to delete spyware, there are a number of other signs 

your computer could be infected. First of all, if you happen to get a lot of pop-up 

advertisements, it is very possible that your computer is infected with adware. Companies who 

make this software get deals with advertisers, where advertisers pay money each time their ad 

is shown on an infected machine. There are a number of sites that never display pop-ups, such 

as Google, so if you happen to visit Google and you see a pop-up ad then that means you are 

definitely infected. 

The second thing to look out for (other than pop-up ads) is if your computer is running slow. 

Malicious programs will often hide in the registry and take up your computers RAM and 

processing power in order to display pop-up ads, record your information, and generally tinker 

with your settings. If your computer takes a long time to start up and is slow when you first get 

into windows, for example, then it is possible spyware or adware is running in the background. 

Similarly, if it takes a long time to start up software on your machine, then there is a good 

chance spyware in the background is chewing up your computers RAM. 

There are also a number of more obvious things to look out for. If your homepage has 

mysteriously changed to a site you know nothing about, or you are spammed with Viagra ads 

whenever you search Google, then you definitely have adware or some other kind of infection. 

In summary, make sure you first of all get a good program to delete spyware; second, watch out 

for pop-up ads; third, see if your computer is running slowly; and finally look out to see if any of 

your settings have been changed. By doing all of the above you will definitely be able to find 

out whether your computer has been infected. 
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Three Steps To Removing Spyware From Your Computer  
 

When it comes to disabling and removing spyware from your computer, there are 3 main things you 

need to do. It's important to understand all three in order to properly clean your PC and have it running 

smoothly again. 

Step 1:  Download A Free Trial Version Of DisableSpyware.com And Do A Scan 

This program will allow you to scan your entire PC for known traces of spyware and adware. 

Step 2: Beware Of What's Out There 

While anti-spyware programs are essential, you also need to know what works and what doesn't. Many 

programs will pretend to be anti-spyware programs, when in fact they are spyware themselves. 

Therefore, before downloading any sofware like this, make sure you check to see what awards and 

reviews the software has. 

In addition to programs pretending to be anti-spyware software, there are also a number of programs 

that are bundled with spyware. In fact, unethical companies will often make deals with legitimate 

software developers, in order to their bundle their spyware with another companies (more legitimate) 

software. In other cases, unethical spyware companies will bundle their malicious software with 

legitimate software, without the legitimate software developer even knowing about it. 

Step 3: Be Secure 

In order to protect yourself, there are a number of security measures you'll need to implement. These 

methods will offer you protection against making mistakes, and will prevent spyware from entering your 

computer through known security holes. 

The first thing you need to do is be careful where you go online. Spyware can infect your machine just by 

you clicking a link or going to a website, and in many cases, you may not even know your computer is 

infected. Typical sites like this are those with so called "honeypot" offerings, such as adult content or 

free money. These sites will often promise something but in reality just aim to infect your computer. 

If you use a family computer, then anyone who uses that computer can potentially download spyware 

without ever intending to. Therefore, if you're not the sole user of your computer, it's important to 

educate other users of your computer about spyware and what it can do. One user who downloads 

harmful software on your computer can have a negative effect on everyone who uses that computer. 

Finally, it is important to have the latest version of your web browser, such as Internet Explorer or 

Firefox. Malicious programs can often be downloaded through security holes in your web browser, and 

so it is important to keep up to date with your software, as it will be less likely that you will get infected 

on your machine through a security exploit. You can get the latest version of Internet Explorer at 

Microsoft's website. 
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The Worst Kind Of Spyware, And What To Do About It  
 

Harmful programs can normally be deleted by anti-spyware software, but there are some malicious 

programs that cannot be removed by any software. Things like this include: 

 Programs that resists your attempt to find or uninstall it. 

 Software that is actually "2 in 1" type programs, so that when you delete one instance of the 

spyware, the second spyware program is installed. 

 Spyware with sophisticated programming, so that when it detects that it is being installed, it will 

re-install itself in the registry. 

These types of programs can be extremely annoying, and so you need to know what additional methods 

there are in order to remove them. 

A good solution is to run your computer in safe mode. To do this, when you login, select the option "run 

in safe mode" (available in windows 2000 and XP). This will prevent programs from running properly, so 

you have a better chance of being able to delete spyware. You will also want to disconnect your 

computer from the internet if you suspect programs in the background are recording your personal 

information. 

Unfortunately, there are additional problems that may occur even when you run in safe mode and 

disconnect your computer from the internet. An example is programs that run in your PC's critical 

system process, so that they are neither detected nor deleted by anti-spyware software. These 

programs can often run even when you boot your computer in safe mode. 

Even worse is the fact that many spyware programs never leave any disk signature on your computer, so 

that you may never know they have infected your machine. Other harmful programs may even disable 

known AV programs from running, so as to prevent anti-spyware programs from detecting it. 

If you happen to have a lot spyware like this, it can be very difficult to remove, as AV programs may not 

be particularly useful. The worst case scenario is that you will need to reinstall windows on your 

machine. This involves doing a backup of your entire hard drive, and beginning from scratch. 
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Why Companies Like To Make Adware  
 

You may wonder, why would anyone want to infect people with spyware? Well, as you may 

guess, the reason is mostly to make money off each computer infected. Originally, computer 

viruses were made mostly as a joke or a prank, and had no commercial application (the first 

computer worm in the late 1980's targeted NASA and had the sole aim of slowing down their 

system). As more people started using the Internet, however, unethical companies who 

realized there was money to be made began to distribute spyware for profit. 

Companies like this make money off their creations in a number of ways. First and foremost, 

adware will bombard you with advertisements (often with general offers such as relationships 

and fitness). Advertisers sign up and pay a set fee to the company distributing the software for 

every thousand people who see their advertisement. With malicious software often showing 

ads every minute, the impressions can add up fast, and over a long period of time can result in 

a significant amount of advertising revenue for the unethical company infecting people with 

their software. 

Other than pop-up advertisements, these companies do a number of other things to profit off 

each infected machine. A common thing is to change your homepage. That way, every time you 

open your web-browser, you are exposed to an advertising message. In addition, harmful 

programs will often insert a tool bar on your internet explorer browser with additional 

advertising. Many programs even remove all existing tool bars you have installed in order to 

make way for the new tool bar they install with advertising. 

Additional things programs like this can do is drop icons on your desktop (often linking to more 

advertised websites) and add favorites to your favorites menu. You may end up having more 

programs open when you start up your computer, and these things, combined with toolbars 

and your changed homepage, allow the company distributing spyware to bombard you with as 

many advertisements as they feel like. Considering how difficult software like this can be to 

remove, the unethical company can end up making a lot of money over a period of time. 

How much companies who make spyware end up making is never actually revealed, and are 

typically shrouded in secrecy. If you ever feel like starting a business, however, just remember 

that there are better ways to make a living than infecting people with adware. 

 

 

 



Disable Spyware Report 
 

 

DisableSpy
ware 

13 

Various Sleazy Tactics Used By Adware Companies 
 

Since the internet has become global and a wide range of malicious programs have been 

developed, there have been a number of anti-virus (AV) programs that try to delete spyware. In 

fact, with each new virus or adware program that gets developed, there has been new AV 

software that aims to neutralize the threat. There is essentially a long standing battle between 

unethical companies making spyware, and ethical companies making AV programs to counter it. 

Since companies who make malicious software exist to make a profit (mostly through pop-up 

advertisements, changing your homepage and installing toolbars), it is in their interest to keep 

it from being un-installed. A number of sophisticated malicious programs therefore stop known 

anti-virus programs from running once they have infected a machine, and can sometimes even 

un-install any program known to delete spyware. In addition, they may block the infected 

machine connecting to well known sites like Norton AV or AdAware. 

Sometimes, malicious software will even come with a pirated and modified copy of a well 

known AV program, in order to eliminate competing adware on the infected machine. Once it 

infects a users machine, it drops a pirated copy of an anti-spyware program on the computer; 

then, the user scans and delete's other adware that has been installed. 

Because the modified AV program doesn't delete the infection that actually downloaded the AV 

software, this leaves only the one infection. There is not only competition between unethical 

companies who make adware and companies who try to remove it, but also competition 

between spyware makers themselves. A company can make more off an infected machine if 

they are the only program on it, and therefore it makes sense to remove competing adware 

from the infected computer. 

In addition to these underhanded tactics, there is also software that can stop your entire 

computer from working. One such program encrypts every file on your machine, making it 

impossible for you to access any file. Then, it drops an unencrypted text file on your desktop, 

with instructions to pay money in order to get your computer back to normal again. Whether or 

not the company actually does fix your computer after that is another matter. 

Similarly, you'll often see adware companies who bombard you with pop-up advertisements, 

and try to sell you pop-up blocking software at the same time. Advertisements on infected 

machines for computer cleaners and programs to delete spyware are also common. The aim is 

to create a major problem, and then try to sell the solution.  
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What You Can Do Right Now To Secure Your PC 
 

LŦ ȅƻǳΩǾŜ ōǊƛŜŦƭȅ ǊŜŀŘ ǘƘǊƻǳƎƘ ǘƘƛǎ ǊŜǇƻǊǘΣ ƘƻǇŜŦǳƭƭȅ ȅƻǳ ƘŀǾŜ ŀƴ ƛŘŜŀ ƻŦ ǿƘŀǘ spyware is and 

what it can do to your machine. 

The real question, however, is what can you do about it? 

Our program, Disable Spyware, can be used to delete spyware and other harmful programs. 
Here's a screenshot: 

 

Right now, we offer a free trial of this software, which will allow you to run a full scan of your 
PC for known threats. If you would like to learn more, visit DisableSpyware.com . 
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